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a report providing guidance about the development 
and deployment of autonomous vehicles3 that will 
presumably serve as a precursor to some future 
regulation. However, we contend that autonomous 
systems pose a fundamental challenge to any tra-
ditional regulatory scheme that relies on the prom-
ulgation and enforcement of safety and reliability 
standards. These standards-based regulatory sys-
tems presuppose that the regulated products exe-
cute only well-defi ned functions in known, stable 
contexts for which performance benchmarks can 
be defi ned and assessed. This approach is gener-
ally adequate for the regulation of automatic sys-
tems, or systems that perform a delineated set of 
operations within a well-defi ned and relatively 
static context to achieve specifi c goals.

In contrast, autonomous systems move beyond 
mere automation, as they make meaningful deci-
sions about which tasks to perform in uncertain 
or ambiguous contexts. Uncertainty about context 
can arise for multiple reasons, including changes 
over time or ambiguous signals about key indica-
tors. Regardless of the source of the uncertainty, a 
necessary condition for autonomy is the ability to 
identify contexts in a fl uid environment and then 
select and execute appropriate functions in ways 
that conform to relevant and potentially context-
specifi c norms, constraints, or desiderata. How-
ever, this ability creates a prima facie challenge to 
any attempt to develop performance standards for 
autonomous systems, because standards presup-
pose known contexts. Recognizing this challenge 

is a necessary step toward evaluating alternative 
models of oversight for novel autonomous systems.

Contextual Certainty, Standards, 
and Automation
Standardization plays a key role in facilitating 
technological development by promoting modu-
larity and ensuring uniformity and reliability. 
We focus in this article on performance (that is, 
function-centered) rather than design (that is, con-
struction-centered) standards.4 Autonomous sys-
tems are suffi ciently complex, and can be realized 
in enough different ways, that regulations cannot 
focus purely on the system’s design; we care about 
how they perform—perhaps in a wide range of 
contexts—and not about how they happen to be 
built. At a general level, a performance standard is 
defi ned by three dimensions critical to the safe, re-
liable, and appropriate operation of a technology: 
function, tolerance, and contexts of operation. 
Function specifi es what the technology does in or-
der to achieve the goal it is designed to advance. 
Tolerance specifi es how closely (or frequently) the 
technology must achieve the function. Appropriate 
contexts of operation are the environments within 
which a technology is designed to operate so that it 
can achieve the intended function to within the re-
quired tolerance. This last dimension—appropriate 
contexts—determines the cases in which a system 
could correctly be used, whereas the other two de-
termine what the system should do in those (ap-
propriate) contexts of operation.

The function, tolerance, and contexts for a stan-
dard are often determined by the technology’s role 
in some higher-order process or system. In partic-
ular, performance standards greatly facilitate the 
development of modular technologies that nest 

Calls to regulate autonomous systems are esca-

lating, spurred partly by recent adverse events 

involving self-driving cars.1,2 For example, the US 

Department of Transportation (DoT) recently issued
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together to form more complex sys-
tems. In these cases, the contexts of 
operation are determined partly by 
the higher-order system, because it 
can provide clear signals about which 
function to perform under specific 
circumstances. A piston, for example, 
performs a specific function within 
an engine, and so the particular type 
of engine—both its design and per-
formance—constitutes the relevant 
context of operation and helps de-
termine the piston’s tolerances. Simi-
larly, the type of vehicle in which an 
engine will be used constitutes the 
context for the engine’s function and 
helps determine its tolerances.

The appropriate operation of auto-
matic systems can be specified using 
performance standards: they build in 
significant assumptions about their 
environments, and thus have clear 
contexts of operation. Automatic sys-
tems are often designed to function in 
specific contexts that are fixed, or that 
vary in well-defined and easily detect-
able ways. In some cases, the clear 
context results from the environment 
being regularized. For instance, gear 
shifting can be automated because 
the engine context (speed and RPM) 
is sufficiently constrained and regular, 
such that the shifting function can be 
based on a fixed set of clear signals. In 
other cases, automatic systems rely on 
users to ensure that the context is ap-
propriate. For example, early versions 
of cruise control automated the pro-
cess of maintaining a uniform speed, 
but they relied on the user to ensure 
that the context was appropriate. The 
driver still had to steer the car, moni-
tor the vehicle’s distance from other 
vehicles or objects, and decide when 
to engage, change speed, or disengage 
cruise control. The scope of these ap-
propriate contexts has expanded as 
sensor technologies have improved; 
for example, adaptive cruise con-
trol can modulate speed relative to 

other objects, whether fixed or mov-
ing. Even so, such systems continue 
to perform clear responses to well-
defined events with a strong reliance 
on the driver to detect and respond 
to relevant changes in the context of 
operation.

Autonomy and Uncertain 
Contexts
In contrast, although particular com-
ponents or modules within autono-
mous systems can be subject to per-
formance standards, autonomous 
systems as a whole pose a fundamen-
tal challenge for such regulatory stan-
dards, precisely because they go be-
yond the execution of a limited set of 
functions in a well-defined context. 
There are many characterizations of 
“autonomy,”3,5,6 but they all require 
that the system be able to determine 
the context in which it is operating, 
and thereby modulate its behavior ac-
cording to context-relevant norms, 
constraints, or desiderata. Autonomy 
requires some ability to function in-
dependently of human users, in both 
executive and decision-making func-
tions. In many cases, autonomous 
systems are desirable precisely be-
cause of this independence. For ex-
ample, one attraction of autonomous 
vehicles over those with adaptive 
cruise control is that the latter require 
a driver to be present to monitor the 
vehicle performance and intervene if 
contextual factors change. The auto-
matic system (adaptive cruise control) 
can perform a narrow class of func-
tions in a limited environment—thus 
freeing the user from having to per-
form those functions—but still re-
quires the presence of a user who can 
intervene once contexts shift.

In contrast, autonomous systems 
are supposed to operate with greater 
independence from human users, but 
this requires that they assume the 
tasks of discriminating relevant con-

texts and altering their behavior ac-
cordingly. The scope of a system’s au-
tonomy is thereby a function of the 
range of contexts between which it 
can be trusted to discriminate and 
appropriately respond. For example, 
an autonomous truck might be able 
to haul freight from one location to 
another without the presence of a 
human driver, but only if there is a 
range of contexts within which it can 
appropriately choose and (safely) nav-
igate an efficient route.

An autonomous military aircraft 
that can launch, navigate, target, 
strike, and return would have an even 
wider scope of autonomy, because it 
would have to make a wider range of 
context-sensitive decisions tradition-
ally reserved for the human operator. 
As with the truck, the autonomous 
aircraft would have to safely navigate 
a route to and from the target. Un-
like the truck, it would also need to 
distinguish civilians, friendly forces, 
and enemy combatants on the basis 
of noisy inputs, including people’s 
movements. Identifying behavior as 
benign or hostile requires complex 
inferences from contextual features 
that could be highly variable. Ap-
propriate responses given those infer-
ences are even more context-sensitive, 
because details of the case and con-
text can readily change what consti-
tutes advancing legitimate military 
goals while respecting the rights and 
welfare of noncombatants.

Moreover, autonomous systems must  
be able to identify the contexts even 
when the environment is noisy, am-
biguous, and rapidly changing. In con-
trast, if the contexts are known in  
advance, or provide highly reliable 
signals when they change, an auto-
matic system will suffice. And, in 
addition to the difficulty of identi-
fying the noisy, variable context, an 
autonomous system must address 
significant challenges in identifying 
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suitable behaviors: its goals may be 
realizable by multiple actions, each 
of which must be sensitive to con-
textually relevant norms. For exam-
ple, when avoiding an unusual ob-
stacle in the road, a vehicle must also 
avoid colliding with other vehicles 
or pedestrians; in targeting enemy 
combatants, an autonomous weap-
ons system must be able to avoid in-
flicting harm on noncombatants and 
friendly forces.

The importance of contextual un-
certainty and response selection for 
autonomous systems can also be seen 
in canonical worries about those sys-
tems going awry. The possibility of 
autonomous weapons systems indis-
criminately targeting civilians often 
turns on the presence of ambiguous 
signals (for example, caravans of ci-
vilians being mistaken for formations 
of soldiers).7 Problematic hypotheti-
cal cases of autonomous driving of-
ten involve contextual shifts (such as 
changes in others’ driving patterns 
due to weather, road construction, or 
other factors).8

Regulating Autonomous 
Systems
The need for regulation has become 
increasingly urgent as autonomous 
systems advance in abilities and us-
age, particularly in the domains of 
transportation, personal care, and 
warfare. Performance standards can 
provide meaningful assurances of 
safety and reliability when contexts, 
functions, and tolerances are clear, 
but these are precisely the cases for 
which autonomy is not necessary. Au-
tonomous systems must determine 
appropriate contexts and functions, 
and so performance standards can-
not be specified in advance with the 
required precision. At best, standards 
for autonomous systems can merely 
codify the desire that such systems be 
reliable (in some sense).

There seems to be little recognition 
of this mismatch between autono-
mous systems and traditional regula-
tory systems based on performance 
standards. For example, the recent 
DoT guidance on autonomous vehi-
cles says that it “will continue to ex-
ercise its available regulatory author-
ity” and focuses on the DoT’s ability 
“to recall vehicles or equipment that 
pose an unreasonable risk to safety.”3 
This approach fits squarely into the 
mold of traditional performance 
standards: define metrics for accept-
able performance, check to see if the 
technology satisfies those criteria, al-
low it if it does, and ban or recall it 
if not. Moreover, although the DoT 
recognizes that changes might be re-
quired, it nonetheless suggests only 
“conducting research to develop and 
validate new performance metrics, 
establishing minimum or maximum 
thresholds for those metrics, devel-
oping test procedures and test equip-
ment, and then … [incorporating] 
those metrics, procedures, and tests 
in new FMVSS [standards]” (empha-
sis added).3 The current regulations, 
guidance, and possible future regula-
tions all focus on the same traditional 
types of performance standards and 
regulatory system.

In contrast, we suggest two pos-
sible regulatory alternatives to per-
formance standards for autonomous 
systems in general (not just autono-
mous vehicles). First, we can seek to 
limit the scope of autonomy in these 
systems so that we can employ exist-
ing regulatory structures. One way to 
achieve this end is to require inclusion 
of the best context-recognition device 
we have: humans. The responsibility 
for context clarification and recogni-
tion would remain with the human, 
and so the scope of the system’s au-
tonomy would be constrained. Such 
systems can be regulated using per-
formance standards because the hu-

man ensures that the context is ap-
propriate, although many potential 
drawbacks exist to pairing human 
operators with semiautonomous sys-
tems (for example, decreased vigi-
lance and lowered situational aware-
ness9). This strategy is currently used 
with many semiautonomous weap-
ons systems and driving technologies 
(although not necessarily as explicit 
regulation). Alternately, the scope of 
autonomy could be constrained by 
regularizing the environment. This 
strategy has explicitly been pursued  
for aerial vehicles (for example, air 
traffic control systems), and some ter-
restrial vehicle contexts (such as lim-
ited access points and animal fencing 
for high-speed roads). Such regular-
ization obviates the need for the sys-
tem to perform context clarification, 
and so automation is sufficient and 
performance standards can be im-
posed. The key drawback of limit-
ing the scope of autonomy in either 
of these ways—requiring humans or 
regularizing contexts—is that we fail 
to gain the promised benefits of au-
tonomy, because it is either blocked 
or unnecessary.

Second, and more interestingly, we 
can shift from the simple, binary view 
of standards to a staged, dynamic sys-
tem that resembles the regulatory and 
approval process for drugs and med-
ical devices.10 In this model, regula-
tion of autonomous systems would 
be carried out in phases. The autono-
mous systems analogue to preclinical 
evaluation involve testing in simulated  
environments that are continuously 
updated to include novel or unfore-
seen situations that occur in the real 
world; for example, an autonomous 
vehicle would be tested in diverse 
landscapes, climate conditions, and 
environmental factors. A key goal in 
this stage is to generate information 
about how the autonomous system, 
given its specific array of hardware 
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and software, generates and uses in-
formation to individuate relevant con-
texts in different environments, select 
appropriate functions, and conform 
to operative norms or constraints. 
Acceptable performance in such sim-
ulated environments is followed by 
the analogue of first-in-human stud-
ies: limited introduction into tar-
geted real-world settings by specially 
trained users capable of monitoring 
system performance in the wild. A 
key goal of such early-phase trials is 
to validate real-world performance in 
different settings and determine ways 
in which hardware and software can 
be altered to improve context recogni-
tion and appropriate function choice, 
and thereby to improve performance.

Successful trials in targeted envi-
ronments would be required before 
regulators permit testing in differ-
ent settings. Just as pharmaceuticals 
are dispensed by prescription to en-
sure that they are taken for the cor-
rect indication at the right dose and 
schedule, initial roll-out of autono-
mous systems should be limited to 
users who receive special training to 
identify environments in which sys-
tems have been tested, what might 
constitute a “new” environment for a 
particular system, and how to moni-
tor systems in such contexts. Restric-
tions on market access can be further 
relaxed over time, as systems are re-
fined, problems addressed, and long-
term patterns of reliability verified 
under real-world conditions.

This dynamic approach requires 
continuous gathering of system data 
and, more importantly, a regulatory 
body (analogous to the Food and 
Drug Administration) that is empow-
ered to review all system performance 
data for any autonomous system pro-
posed for the market. Such a body or 
agency would ensure that autonomous 
systems are evaluated under realistic 
conditions, rather than in simulated 

or real settings that are configured 
to guarantee success. The regulatory 
body would also work to establish so-
cially agreed-upon “population-level” 
or outcome-oriented benchmarks for 
acceptable performance for such sys-
tems. In the case of autonomous ve-
hicles, for example, this could involve 
determining socially acceptable num-
bers of accidents per year of driv-
ing,  perhaps adjusted by severity and 
causes of such incidents.

Like the current system of drug 
development, this approach has the 
moral downside that product evalu-
ation relies heavily on detection and 
response to significant adverse events. 
But unless contextual uncertainty 
can be eliminated for such systems, 
this approach represents the only way 
to deploy truly autonomous systems, 
monitor and evaluate their perfor-
mance, and ensure that their devel-
opment is responsive to real-world 
challenges.

Performance standards can ensure 
the safe and reliable function of some 
components of autonomous systems, 
but regulation of the full system re-
quires an approach that can accommo-
date uncertain and changing contexts 
while providing data-driven assurance 
of safety and reliability. A regulatory 
system analogous to ones already in 
place for pharmaceuticals and other 
medical interventions represents an at-
tractive and feasible alternative. 
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