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SUMMARY 

Executive summary: This document proposes to develop, for possible inclusion in 
the 1978 STCW Convention, provisions on cybersecurity-related 
training for seafarers 

Strategic direction, if 
applicable: 

5 

Output: Not applicable 

Action to be taken: Paragraph 12 

Related documents: MSC.428(98); MSC.1/Circ.1639; MSC-FAL.1/Circ.3/Rev.1 and 
MSC 104/INF.9 

Background 

1 While cyber threat is becoming a hot issue in the international maritime field, MSC 96 
approved the Interim guidelines on maritime cyber risk management (MSC.1/Circ.1526) and 
requested FAL 41 to review them.  

2 The Facilitation Committee, at its forty-first session (2017), and the Maritime Safety 
Committee, at its ninety-eighth session (2017), having considered the urgent need to raise 
awareness on cyber risk threats and vulnerabilities, approved the Guidelines on maritime cyber 
risk management (MSC-FAL.1/Circ.3/Rev.1). The Guidelines provide high-level 
recommendations on maritime cyber risk management to safeguard shipping from current and 
emerging cyber threats and vulnerabilities. The Guidelines also include functional elements 
that support effective cyber risk management. 

3 The document provides functional elements (identification, protection, detection, 
response, and recovery) for managing maritime cyber risk and provides reference to a 
document for an advanced case such as guidelines on cybersecurity on board ships by 
BIMCO, ISO/IEC 27001 standard, and NIST Framework. It emphasizes that cyber risk 
management should be initiated by the senior management and absorbed by all organizations, 
and this guidance should be a high-level recommendation and not a mandatory one. 
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4 FAL 41 confirmed that MSC 96 and MSC 97 had already reviewed MSC.1/Circ.1526 
on the maritime cyber risk management manual containing security-related aspects in terms 
of trade facilitation and agreed to inform the outcome of the meeting to MSC 98. 

5  In MSC 98, a document was submitted to the Secretariat to request that the French 
Cyber Risk Management Manual be added as a best practice to section 4 (Best Practices for 
Implementing Cyber Risk Management) of the Interim guidelines on maritime cyber risk 
management (MSC.1/Circ.1526).  

6 Resolution MSC.428(98) on Maritime cyber risk management in safety management 
systems further affirmed that an approved Safety Management System (SMS) should take into 
account cyber risk management in accordance with the objectives and functional requirements 
of the ISM Code, encouraged Administrations to ensure that cyber risks are appropriately 
addressed in SMS not later than the first annual verification of the company's Document of 
Compliance after 1 January 2021, acknowledged necessary precautions that could be needed 
to preserve the confidentiality of certain aspects of cyber risk management, and finally 
requested Member States to bring the resolution to the attention of all stakeholders. 

7 At its 103rd session, the Maritime Safety Committee was informed that to stay abreast 
of technical developments and recent experience in the field of cybersecurity, and in line with 
IMO guidelines and decisions, the industry associations behind the Guidelines on Cyber 
Security Onboard Ships had, on 23 December 2020, published a fourth version of the 
Guidelines, available through the IMO website (www.imo.org) at the following address: 
https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx 

8 Member States were invited to take account of the guidance provided in version four 
of the Guidelines on Cyber Security Onboard Ships, and advise relevant stakeholders 
including shipowners, operators, and managers to consider, as appropriate, these Guidelines 
when addressing cyber risks on ships, in accordance with the objectives and functional 
requirements of the ISM Code, as encouraged by resolution MSC.428(98). 

Discussion 

9 Most maritime navigation equipment and devices, including the engine machinery 
system mounted on a ship, is computerized. Such installations are mostly connected to the 
internet and telecommunication systems. Merchant ships are used in a considerable proportion 
of the trade all over the world, and such vessels are designed and operated using computers 
and the internet making them vulnerable to cyberattacks. If a ship faces a cyberattack when it 
is in close proximity to a coastal area or in a harbour, the attack can result in serious problems 
throughout the area. As an example, ports on the United States West Coast were shut down 
owing to a labour stoppage during January 2015, which had a severe impact on the economy. 
A.P. Moller-Maersk, the world's largest shipping company, reported that the NotPetya wiper 
malware attacks of late June 2017 would cost it hundreds of millions of United States dollars 
in losses. In its 2/4 earnings report, Maersk executives predicted losses between 200 and 300 
million dollars. They commented that this lost revenue was due to "significant business 
interruption" because the company was forced to temporarily close critical systems infected 
with the malware. Equipment and devices exposed to cyber threats on a ship are AIS, LRIT, 
internet-connected IT system, DSC, man-in waters beacons, information-sharing among USB 
devices, and interworking (lack of separation) between communication devices. Additionally, 
the equipment exposed to cyber threats in the port is AIS, VTS, industrial control system, and 
IT office equipment connected to the Internet. ECDIS, GMDSS, electronic charts, and e-Loran 
can also be detected. Cyber-hacking incidents occurred in the shipping cargo operation system 
operated by Australia customs service and immigration (2012). Drug traffickers hacked the 
port of Antwerp in Belgium to control ship locations and movement of containers. According to 

https://www.imo.org/en/OurWork/Security/Pages/Cyber-security.aspx


HTW 8/15/1 
Page 3 

I:\HTW\8\HTW 8-15-1.docx 

the survey implemented by IHS Market and BIMCO in July 2016, 65 respondents of the 
total 300 stakeholders in the maritime industry have experienced a cybersecurity threat. 
Among these, 77% were attacked with malware, 57% with phishing, 25% with a theft of 
credentials, and 23% with spear phishing. Such cyberattack incidents are possible owing to an 
increasing use of computer based navigation equipment and devices in bridge, machinery in 
engine room, and ignorance of seafarers about cybersecurity.  

10 Taking account of the recent cyberattack incidents, the International Maritime 
Organization recommends referring to the shipping-related cybersecurity guidelines developed 
by BIMCO in April 2016. In order to act in accordance with national cybersecurity guidelines, 
the Maritime Safety Committee agreed to develop a new circular, MSC-FAL.1/Circ.3 
Guidelines on maritime cyber risk management, in lieu of MSC.1/Circ.1526, which was 
developed on the guidelines of BIMCO. The BIMCO guidelines recommend three guidelines 
to address the technical aspects on cybersecurity such as IEC 61162-450:2011, Maritime 
navigation device and radio communication equipment and systems - Digital interfaces – 
Part 450: Multiple talkers and multiple listeners - Ethernet interconnection, 
ISO/IEC 27001: 2016 standard (Information technology security techniques) and framework 
for improving critical infrastructure cybersecurity of NIST.  

11 Pursuant to resolution MSC.428(98), an approved safety management system should 
take account of the cyber risk management in accordance with the objectives and functional 
requirements of the ISM Code and Administrations should ensure that cyber risks are 
appropriately addressed in safety management systems no later than the first annual 
verification of the company's Document of Compliance after 1 January 2021. It is thus 
important that seafarers should be provided with cybersecurity-related training in order to 
maintain the SMS of ISM Code. Although seafarers are the final line of protecting and 
maintaining the ship's cybersecurity, there are no relevant requirements of the 
cybersecurity-related training under the 1978 STCW Convention.  

Proposals 

12 This document is intended to propose discussing the necessity of developing, for 
possible inclusion in the 1978 STCW Convention, relevant provisions of cybersecurity-related 
training for seafarers taking account of the emergence of the digitalization era in the maritime 
industry. 

Action requested of the Sub-Committee 

13 The Sub-Committee is invited to consider the proposal in paragraph 12 and take 
action, as appropriate. 

___________ 


