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Abstract

In spite of the fact that the concept of safety barriers is applied in practice, discussed in the literature, and even required in legislation

and standards, no common terminology that is applicable across sectors have been developed of the concept of safety barriers. This paper

focuses on safety barriers and addresses the following aspects; definitions and understanding of what is a safety barrier, classification of

safety barriers, and attributes of importance for the performance of safety barriers. Safety barriers are physical or non-physical means

planned to prevent, control, or mitigate undesired events or accidents. Barrier systems may be classified according to several dimensions,

for example as passive or active barrier systems, and as physical, technical, or human/operational barrier systems. Several attributes are

necessary to include in order to characterize the performance of safety barriers; functionality/effectiveness, reliability/availability,

response time, robustness, and finally a description of the triggering event or condition. For some types of barriers, not all the attributes

are relevant or necessary in order to describe the barrier performance.

r 2006 Elsevier Ltd. All rights reserved.
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1. Introduction

Safety barriers have been used to protect humans and
property from enemies and natural hazards since the origin
of human beings. When human-induced hazards were
created due to the industrialism, safety barriers were
implemented to prevent accidents caused by these hazards.
The concept of safety barriers is often related to an
accident model called the energy model (see Fig. 1). Gibson
(1961) pioneered the development of the energy model,
while Haddon (1980) developed the model further as he
presented his ten strategies for accident prevention. Safety
barriers also play an important role in the Management
Oversight & Risk Tree (MORT) concept (Johnson, 1980).

During recent years, an extended perspective on safety
barriers has evolved. This is emphasized by Hollnagel
(2004) who states that ‘‘whereas the barriers used to defend
a medieval castle mostly were of a physical nature, the
modern principle of defence-in-depth combines different
types of barriers—from protection against the release of
e front matter r 2006 Elsevier Ltd. All rights reserved.
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radioactive materials to event reporting and safety
policies’’. This development is also supported by Fleming
and Silady (2002) who states that ‘‘the definitions of
defence-in-depth have evolved from a rather simple set of
strategies to apply multiple lines of defence to a more
comprehensive set of cornerstones, strategies, and tactics to
protect the public health and safety’’. The concept of
defence-in-depth was developed within the nuclear indus-
try, but is also used in other high risk industries (e.g., the
process industry where also the term multiple protection
layers is used; CCPS, 1993).
The focus on the use of risk-informed principles and

safety barriers in European regulations such as the Seveso
II directive (EC, 1996) and the Machinery directive (EC,
1998), national regulations as the Management regulation
from the Petroleum Safety Authority Norway (PSA) (PSA,
2001), and standards such as IEC:61508 (1998), IEC:61511
(2002), and ISO:13702 (1999) demonstrates the importance
of safety barriers in order to reduce the risk of accidents.
PSA has developed requirements to safety barriers, but has
not given a clear definition of the concept. Discussions
have emerged on what is a safety barrier. Specialists do not
fully agree on this issue and it is difficult for the companies
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Fig. 1. The energy model (based on Haddon, 1980).
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to know how to fulfil the requirements. It is also difficult
for the PSA to manage the regulations without a clear
definition and delimitation of the concept.

No common definition of the term safety barrier has
been found in the literature, although different aspects
of the term have been discussed, see, e.g., (CCPS, 2001;
Duijm, Andersen, Hale, Goossens, & Hourtolou, 2004;
Goossens & Hourtolou, 2003; Harms-Ringdahl, 2003;
Hollnagel, 2004; Johnson, 1980; Kecklund, Edland, Wedin,
& Svenson, 1996; Neogy, Hanson, Davis, & Fensterma-
cher, 1996; Rosness, 2005; Sklet & Hauge, 2004; Svenson,
1991), and applied in practice for several decades. Different
terms with similar meanings (barrier, defence, protection
layer, safety critical element, safety function, etc.) have
been used crosswise between industries, sectors, and
countries. Safety barriers are categorized in numerous
ways by different authors and the performance of the
barriers is described in several ways.

The extended use of the term safety barrier (and similar
terms) and the lack of a common terminology imply a need
for clarifying the terminology both in the Norwegian
offshore industry and crosswise between sectors. This need
is supported by the following statement from Kaplan
(1990); ‘‘When words are used sloppily, concepts become
fuzzy, thinking is muddled, communication is ambiguous,
and decisions and actions are suboptimal, to say the least’’.
To clarify the terms will be useful in order to avoid
misconceptions in communication about risk and safety
barriers. The results should be of general interest, and
furthermore, a clarification of the term will make it easier
for the Norwegian offshore industry to fulfil the require-
ments from the PSA with respect to classification of
barriers and analysis of the performance of different types
of safety barriers and barrier elements.

The objectives of the paper are: (1) to present a survey of
how the concept safety barrier and similar concepts are
interpreted and used in various industries and various
applications, (2) to provide a clear definition of the concept
safety barrier, and associated concepts like barrier func-
tion, barrier system, and barrier element, (3) to develop a
classification system for safety barriers, (4) to define
attributes describing the performance of safety barriers,
and (5) to give recommendations on how the concept of
safety barrier should be interpreted and used in different
contexts.
The paper is based on experience from a literature survey

concerning the understanding of safety barriers in different
industries, several projects focusing on analysis of safety
barriers (e.g., the BORA project (Barrier and Operational
Risk Analysis) (Aven, Sklet, & Vinnem, 2005; Sklet, Aven,
Hauge, & Vinnem, 2005; Sklet, Vinnem, & Aven, 2005;
Vinnem, Aven, Hauge, Seljelid, & Veire, 2004) and a
project on behalf of PSA focusing on barriers during well
interventions (Sklet, Steiro, & Tjelta, 2005), and a study of
how safety barriers are analysed in different accident
investigation methods (Sklet, 2004). The literature is
identified in literature databases, from references in
reviewed literature, and by attending international con-
ferences.
The main focus in this paper is the use of the barrier

concept within industrial safety, especially as applied to
technical systems in the process and nuclear industry. Even
though the main focus is on demands for clarification of
the term safety barrier from the Norwegian offshore
industry, the discussions are also relevant for other
industries (e.g., the process industry) and application areas
(e.g., the transport sector). The focus is on the risk of major
accidents, i.e., occupational accidents have not been
discussed in detail. The attention is directed toward safety
issues, but the concepts may also be useful for security
issues.
The concept of safety barriers is briefly introduced in this

section together with the purpose of the paper. The next
section discusses what a safety barrier is and gives an
overview of some definitions applicable for explanation of
the concept of safety barriers. Section three gives an
overview of some schemes for classification of barrier
functions and barrier systems. Several measures of barrier
performance are presented and discussed in section four.
Comments, a brief discussion, and recommendations are
included in each section. Finally, some conclusions
concerning the concept of safety barriers end the paper.

2. What is a safety barrier?

2.1. Features of safety barriers

The term safety barrier and similar terms like defence
(in-depth), layer of protection, safety (critical) function,
safety critical element, and safety system are applied in
regulations, standards, and the scientific literature. A
literature review (e.g., CCPS, 2001; Duijm et al., 2004;
Goossens & Hourtolou, 2003; Harms-Ringdahl, 2003;
Hollnagel, 2004; Johnson, 1980; Kecklund et al., 1996;
Neogy et al., 1996; Rosness, 2005; SfS, 2004; Sklet &
Hauge, 2004; Svenson, 1991) shows that there is no
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universal and commonly accepted definition of these terms
in the literature. In the Oxford English Dictionary (OED,
2005) a barrier is defined as a ‘‘fence of material obstruction
of any kind erected (or serving) to bar the advance of persons
or things, or to prevent access to a place’’.

The concept of defence-in-depth constitutes the basis for
the discussion of safety barriers. IAEA (1999) describes
the defence-in-depth principle in the following way:
‘‘To compensate for potential human and mechanical
failures, a defence in depth concept is implemented,
centred on several levels of protection including successive
barriers preventing the release of radioactive material to
the environment. The concept includes protection of the
barriers by averting damage to the plant and to the barriers
themselves. It includes further measures to protect the
public and the environment from harm in case these
barriers are not fully effective’’. As mentioned above, the
term safety barrier is often used in a broader meaning as a
collective term for different means used to realize the
concept of defence-in-depth.

A safety barrier is related to a hazard, an energy source
or an event sequence. This is supported by the requirement
stated by PSA (2001); ‘‘it shall be known what barriers
have been established and which function they are intended
to fulfil’’. This means that a barrier should be well defined
or formalised and be related to a specific hazard.

Hollnagel (1999) states that in daily language the term
barrier is largely synonymous with the notion of a barrier
function. To be linguistically stringent, we should use the
term barrier function instead of only barrier. It is common
to distinguish between barrier functions and barrier
systems (see, e.g., Andersen et al., 2004; ISO:13702, 1999;
Kecklund et al., 1996; Svenson, 1991). According to
Svenson (1991), a barrier function represents a function
(and not, e.g., an object) which can arrest the accident
evolution so that the next event in the chain is never
realized, while a barrier system is maintaining the barrier
function. A barrier system may consist of several barrier
elements, and the elements may be of different types (e.g.,
technical, operational, human, and software). The different
definitions of barriers seem to cover all phases of an
accident sequence and include prevention, control, and
mitigation.

2.2. Recommendations

Based on the synthesis of some common features of the
terms, the following definitions of the terms safety barrier,
barrier function, and barrier system are proposed as basis
for further discussion and analysis of safety barriers.
�
 Safety barriers are physical and/or non-physical means

planned to prevent, control, or mitigate undesired events

or accidents

The means may range from a single technical unit or
human action, to a complex socio-technical system.
Planned implies that at least one of the purposes of the
means is to reduce the risk. In line with ISO:13702,
prevention means reduction of the likelihood of a
hazardous event, control means limiting the extent and/or
duration of a hazardous event to prevent escalation, while
mitigation means reduction of the effects of a hazardous
event. Undesired events are, e.g., technical failures, human
errors, external events, or a combination of these
occurrences that may realize potential hazards. Accidents
are undesired and unplanned events that lead to loss of
human lives, personal injuries, environmental damage,
and/or material damage.
�
 A barrier function is a function planned to prevent,

control, or mitigate undesired events or accidents

Barrier functions describe the purpose of safety barriers
or what the safety barriers shall do in order to prevent,
control, or mitigate undesired events or accidents. If a
barrier function is performed successfully, it should have a
direct and significant effect on the occurrence and/or
consequences of an undesired event or accident. A function
that has at most an indirect effect is not classified as a
barrier function, but as a risk influencing factor/function.
A barrier function should preferably be defined by a verb
and a noun, e.g., ‘‘close flow’’ and ‘‘stop engine’’. The verbs
avoid, prevent, control, and protect are suggested in the
ARAMIS (Accidental Risk Assessment Methodology for
Industries in the Context of the Seveso II Directive) project
(Andersen et al., 2004) to describe generic barrier
functions. Sometimes it may be necessary to include a
modifier describing the object of the function.
�
 A barrier system is a system that has been designed and

implemented to perform one or more barrier functions

A barrier system describes how a barrier function is
realized or executed. If the barrier system is functioning,
the barrier function is performed. A barrier system may
have several barrier functions. In some cases, there may be
several barrier systems that carry out a barrier function. A
barrier element is a component or a subsystem of a barrier
system that by itself is not sufficient, to perform a barrier
function. A barrier subsystem may comprise several
redundant barrier elements. In this case, a specific barrier
element does not need to be functioning for the system to
perform the barrier function. This is the case for redundant
gas detectors connected in a k-out-of-n configuration. The
barrier system may consist of different types of system
elements, e.g., physical and technical elements (hardware,
software), operational activities executed by humans, or a
combination thereof.

2.3. Comments

Even though the proposed definitions may be slightly
different from other definitions of safety barriers proposed
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(DoE, 1997; Hollnagel, 2004; ISO:17776, 2000; Rosness,
2005; SfS, 2004) and protection layer proposed by CCPS
(2001) and IEC:61508/11, the interpretations of the
proposed definitions are in accordance with these defini-
tions. However, CCPS and IEC:61508 stress the indepen-
dence between different protection layers as part of their
definitions. Barriers are restricted to flow of energy in
MORT (Johnson, 1980) where barriers are defined as ‘‘the
physical and procedural measures to direct energy in
wanted channels and control unwanted release’’. In the
ARAMIS-project (Duijm et al., 2004), the safety barriers
are limited to focus on release of hazardous agents and the
following definition is applied; ‘‘A safety barrier is a system
element that prevents, limits, or mitigates the release of a
hazardous agent’’. Another equivalent term to safety
barrier is the commonly used term defence that Reason
(1997) defines as ‘‘various means by which the goals of
ensuring the safety of people and assets can be achieved’’.
Reason describes defence-in-depth as ‘‘successive layers of
protection’’. Within the concept of MTO-analysis (Human,
Techology, and Organizations) applied in accident inves-
tigations, a safety barrier is defined as ‘‘any operational,
organisational, or technical solution or system that
minimizes the probability of events to occur, and limit
the consequences of such events’’ (Bento, 2003). It seems
that almost all types of organizational risk influencing
factors are included as barriers in the MTO-diagrams
presented in the investigation reports.

The definition of a barrier function is similar to several
definitions of the term safety function. For example, as
presented by Harms-Ringdahl (2000) who states that ‘‘a
safety function is a technical, organisational or combined
function, which can reduce the probability and/or con-
sequences of a set of hazards in a specific system’’, and
IEC:61511 that defines safety function as ‘‘a function [y]
which is intended to achieve or maintain a safe state for the
process, in respect of a specific hazardous event’’. A system
may have several functions, and the barrier function may
be one of them (Rausand & Høyland, 2004). For example,
the essential function of a pipe on an oil platform is to
transport hydrocarbons from system A to system B,
whereas the barrier function to prevent release of hydro-
carbons to the atmosphere is an auxiliary function.
Corrosion
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1. Condition monitoring to reveal corrosion
2. Inspection to reveal corrosion
3. Self control of work to reveal failure
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5. Leak test to reveal failure
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Fig. 2. Illustration of barriers in
Sometimes a failure of the auxiliary function may be as
least as critical as a failure of the essential function.
Most of the authors cover both physical and non-

physical barriers as part of their definitions, but two
exceptions are Holand (1997) and IAEA (1999). Holand
defines a well barrier as a physical item only, while IAEA
distinguishes between physical barriers and other types of
protection where both types are incorporated in the
concept of defence-in-depth.
There are distinctions between the different definitions

regarding to which extent barriers should influence the
energy flow or event sequence. On one hand, ISO:17776
(2000) states that a barrier should ‘‘reduce the probability’’
or ‘‘reduce the consequences’’. On the other hand, Holand
(1997) says that a barrier should ‘‘prevent the flow’’ and
CCPS (2001) says that a protection layer should
be ‘‘capable of preventing a scenario from proceeding to
the undesired consequences’’. This topic is related to the
effectiveness of the barrier and is further discussed in
Section 4 about barrier performance.
Another aspect of the definition is whether such a broad

definition undermines the concept of barrier as some claim
that almost everything may be considered as a barrier.
Therefore, it is important to distinguish between the barrier
itself that may prevent, control, or mitigate the event
sequence or accident scenario directly (as illustrated in
Fig. 2), and the risk influencing factors that influence the
barrier performance. Examples on risk influencing factors
are competence of a third party checker and testing of gas
detectors. Thus, it is important to specify the barrier
function in order to clarify at which level different barriers
influence the accident scenario. This may be illustrated by
the following example; the containment (e.g., a pipe)
should prevent release of hydrocarbon to the atmosphere,
while inspection is executed to reveal corrosion such that
risk reducing measures may be implemented to prevent
that corrosion results in a leak.
At least two different accident models or perspectives

may be the basis for the concept of safety barriers; the
energy model and the process model. The basic principle in
the energy model is to separate hazards (energy sources)
from victims (vulnerable targets) by safety barriers
(Haddon, 1980). Process models divide the accident
7 8 9 Loss of
human lifeFire

. Process shutdown to reduce size of release

. Disconnection of ignition sources to prevent ignition

. Deluge activation to extinguish fire

. Escape ways for evacuation 

fluencing a process accident.
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sequences in different phases and help us to understand
how a system gradually deteriorates from a normal state
into a state where an accident occurs (Kjellén, 2000). For
process models, factors that prevent transitions between
phases in the accident sequence (or process) may be
regarded as safety barriers. While the energy model focuses
primarily on how to avoid injuries or losses due to release
of energy, process models are more focused on event
sequences or work processes.

3. Classification of safety barriers

3.1. Classification of barrier functions

When barrier functions are related to a process model or
phases in an accident sequence, it is common to classify the
barrier functions as prevention, control, and mitigation

(IEC:61508, IEC:61511, ISO:13702). This classification is
similar to the categorization of barrier functions used in
MORT (Johnson, 1980), where the terms prevention,
control, and minimization are used. Hollnagel (2004)
describes only two main functions for safety barriers;
prevention and protection. Barriers intended to work
before a specific initiating event takes place serve as a
means of prevention. They are supposed to ensure that the
accident does not happen, or at least to slow down the
developments that may result in an accident. Barriers
intended to work after a specific initiating event has taken
place, serve as means of protection, and are supposed to
shield the environment and the people in it, as well as the
system itself, from the consequences of the accident.

The ARAMIS-project (Andersen et al., 2004) classifies
safety functions into four main categories described by the
action verbs to avoid, to prevent, to control, and to protect.
These verbs are described by Duijm et al. (2003), and the
avoid function aims at suppressing all the potential causes
of an event by changing the design of the equipment or the
type of product used, e.g., the use of a non-flammable
product is a way to avoid fire. The prevent function aims at
reducing the probability of an event by suppressing part of
its potential causes or by reducing their intensity, e.g., to
prevent corrosion, a better steel grade can be used. It is
probably not sufficient to avoid it, but it may reduce its
probability. The control function aims at limiting the
deviation from a normal situation to an unacceptable one.
Normal condition Concluding Initial phase

Lack of control ELoss of control

The acciden

Prevent Control

Prevent

Prevent ControlAvoid

Fig. 3. Generic safety functions
A pressure relief system and a computerized supervision
system perform a control function. Once an event has
occurred, it is necessary to protect the environment from its
consequences.
Another viewpoint is used by Vatn (2001) while

discussing safety critical functions within the Norwegian
railway industry. He differentiates between primary,
secondary, and tertiary safety critical functions. Primary
safety critical functions are related to technical systems for
the rolling material, the rail network, and the traffic
control. Secondary safety critical functions are activities
performed in order to maintain the primary safety critical
functions. Tertiary safety critical functions are safety
management systems, maintenance management systems,
etc. Wahlström and Gunsell (1998) distinguish between
primary and secondary barriers, and as Vatn, they relate the
term secondary barriers to control/surveillance of the
primary barriers. A similar approach is presented by
Schupp (2004), where primary barriers are associated with
primary hazards, and secondary barriers with functional
hazards. Primary hazards are hazards that are directly
harmful to humans, the environment, or the economy,
while functional hazards are hazardous to functions of the
process (or plant) system. A functional hazard may
indirectly become hazardous to humans, for instance,
corrosion is a common functional hazard. Corrosion may
cause the containment system to fail, thus releasing a
primary hazard.
Leveson (1995) focuses on barriers related to software

systems and distinguishes between three types of barrier
functions, lockout, lockin, and interlock. A lockout ‘‘pre-
vents a dangerous event from occurring or prevents
someone or something from entering a dangerous area or
state’’, a lockin is ‘‘something that maintains a condition
or preserves a system state’’, while an interlock serves
‘‘to enforce correct sequencing or to isolate two events
in time’’.
In Fig. 3 the different barrier functions are related to

phases in the Occupational Accident Research Unit
(OARU) process model (Kjellén & larsson, 1981). The
accident sequence is divided into three phases, the initial
phase, the concluding phase, and the injury phase. The
generic safety functions prevent, control, and mitigate are
related to the transitions between the different phases in the
OARU-model. To prevent means to prevent transition
phase

nergy exposure

t sequence

Mitigate

Protect

Protect

Injury phase

(Hollnagel, 2004)

(Duijm et al., 2004)

(IEC 61508/11
ISO 13702

related to a process model.
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from normal condition to a state of lack of control. To
control means to prevent transition from lack of control to
loss of control, while to mitigate means to prevent that the
targets start to absorb energy.

According to the classification described by Hollnagel
(2004) in prevention and protection, both control and
mitigation go into protection. As a comment to this
classification, Sklet and Hauge (2003) emphasize that there
are two types of preventive barriers that both have to
function before the initiating event occurs; preventive
functions that are introduced to reduce the probability of
an initiating event, and preventive functions that are
introduced to reduce the probability of escalation (e.g.,
measures for reducing the probability of ignition, as area
classification and restrictions on hot work). However,
whether safety functions are classified as preventing or
protecting, depends on the definition of the initiating event.
This topic may be illustrated by the following example; the
process shutdown function ‘‘protection against overpres-
sure’’ is preventing related to the initiating event ‘‘release’’,
but protecting (or controlling) related to the initiating
event ‘‘overpressure’’.

The classification suggested in the ARAMIS-project
(Duijm et al., 2003) is more detailed than the tri-partition
(prevention, control, mitigation). Compared to tri-parti-
tion (see also Fig. 3), both the functions avoid and prevent
used in ARAMIS correspond to the function prevention in
Fig. 3. The function control in ARAMIS corresponds to
control in Fig. 3, while the term protect used by ARAMIS
corresponds to mitigation.

3.2. Classification of barrier systems

A commonly used categorization is to distinguish
between physical and non-physical barriers as used in
MORT (Johnson, 1980), in ISO:17776 (2000), and by DoE
(1997). Also PSA (2002) states that barriers may be
physical or non-physical, or a combination thereof. Reason
(1997) uses the terms hard and soft defences. Wahlström
and Gunsell (1998) make a similar classification, and
differentiate between physical, technical, and administrative

barriers. Physical barriers are incorporated in the design of
a construction, technical barriers are initiated if a hazard is
realized, while administrative barriers are incorporated in
administrative systems and procedures.

Svenson (1991) classifies barrier systems as physical,
technical, or human factors-organizational systems, while
Neogy et al. (1996) classify barriers as physical, procedural
or administrative, or human action. In a study of the
refuelling process in a nuclear power plant, Kecklund et al.
(1996) classify barrier functions as technical, human, or
human/organizational. The technical barrier functions are
performed by a technical barrier system, and correspond-
ingly, human barrier functions are performed by human
barrier function systems. Human/organisational barrier
functions can be seen as planned into the process but in the
end executed by humans with the support of an organisa-
tion designing the refuelling work process. DoE (1997) has
a similar perspective as Kecklund et al. and distinguishes
between physical and management barriers. DoE claims
that management barriers exist at three levels within the
organisation, the activity level, the facility level, and the
institutional level.
Management barriers may be seen as a kind of

organisational control, and Hopwood (1974) describes three
types of organisational controls; administrative, social, and
self-control. Johnson and Gill (1993) define administrative
control as ‘‘those mechanisms, techniques, and processes
that have been consciously and purposefully designed in
order to try to control the organisational behaviour(s) of
other individuals, groups and organisations’’. Adminis-
trative controls may involve control of the process or the
output. By contrast, where socialization is not the result of
a planned strategy, but, instead, arises spontaneously out
of the everyday social interaction among members, we are
referring to the informed area of social control. Self-
control is defined as ‘‘the control people exert over their
own behaviour’’. In order for this to happen, the norms
embodied in administrative or social control must be
‘‘either directly or indirectly [y] internalized by the
members of the enterprise and operate as personal controls
over attitudes and behaviour’’. Due to advances in
technology, Reason, Parker, and Lawton (1998) add
another control mechanism, technical controls, that include
engineered safety features.
Reason (1997) claims that administrative controls form a

major part of any hazardous system’s defences and are
of two main kinds (based on Johnson & Gill, 1993);
(a) external controls made up of rules, regulations, and
procedures that closely prescribe what actions may
be performed and how they should be carried out, and
(b) internal controls derived from the knowledge and
principles acquired through training and experience.
External controls are written down, while internal controls
seldom are written down.
In IEC:61511, risk reduction measures are categorized

as: (1) safety instrumented systems (SIS),1 (2) other

technology safety-related systems, and (3) external risk

reduction facilities. A SIS is composed of any combination
of sensor(s), logic solver(s), and final element(s). Other
technology safety-related systems are safety-related sys-
tems based on a technology other than electrical, electro-
nic, or programmable electronic, for example, a relief
valve. External risk reduction facilities are measures to
reduce or mitigate the risk that is separate and distinct
from the SIS or other technology safety-related systems,
e.g., drain systems and firewalls.
A comparison of some terms used to classify barrier

systems according to the main division line between
‘‘physical’’ (‘‘left side’’) or ‘‘non-physical’’ (‘‘right side’’)
is shown in Table 1. As seen from the table the notations
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Table 1

Different classifications of barriers as physical or non-physical

Terms References

Physical Non-physical (Johnson, 1980; ISO:17776, 2000; DoE, 1997; PSA, 2002)

Hard defence Soft defence (Reason, 1997)

Physical Technical Administrative (Wahlström & Gunsell, 1998)

Physical Technical Human factors/organizational (Svenson, 1991)

Technical Procedural/administrative Human actions (Neogy et al., 1996)

Technical Human/organizational Human (Kecklund et al., 1996)

Technical Organizational Operational (Bento, 2003)

Physical Management (DoE, 1997)

Hardware Behavioural (Hale, 2003)

Sensor

(instrument,
mechanical or

human)

Decision making
process

(logic solver, relay,
mechanical device,

human)

Action

(instrument,
mechanical, or

human)

Fig. 4. Basic elements of active independent protection layer (CCPS,

2001).
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physical or technical are both used to describe the ‘‘left
side’’, only Svenson (1991), and Wahlström and Gunsell
(1998) distinguish between these two terms. On the non-
physical side, different terms as soft defence, adminis-
trative, organisational, human, operational, and manage-
ment are used. A barrier may consist of physical as well as
non-physical elements.

Several authors distinguish between passive and active

barriers (see, e.g., CCPS, 2001; Hale, 2003; Kjellén, 2000).
CCPS (2001) distinguishes between passive and active
independent protection layers where a passive protection
layer is not required to take an action in order for it to
achieve its function in reducing risk, while active protection
layers are required to move from one state to another in
response to a change in a measurable process property
(e.g., temperature or pressure), or a signal from another
source (such as a push-button or a switch). An active
protection layer generally comprises a sensor of some type,
a decision-making process, and an action (see Fig. 4). Also
Kjellén (2000) differentiates between passive and active
safety barriers, and states that passive barriers are
embedded in the design of the workplace and are
independent of the operational control system. Active
barriers are, however, dependant on actions by the
operators or on a technical control system to function as
intended.

Similarly, Hale et al. (2004) distinguish between four
parts of a barrier function that all have to be fulfilled. They
claim that this division can form the basis of a matrix for
classifying different forms of a barrier for fulfilling a given
safety function. The four parts are; definition or specifica-
tion of the barrier, detection mechanism, activation
mechanism, and response mechanism. Barriers are divided
into passive, active, or procedural (or human action
barriers) in an ARAMIS-memo (Goossens & Hourtolou,
2003). Hale (2003) presents a somewhat more refined
classification of barriers with the categories: (a) passive
hardware barriers, (b) active hardware barriers, (c) passive
behavioural barriers, (d) active behavioural barriers, and
(e) mixed barriers, where both hardware and behaviour are
involved.

3.3. Other lines of classification

Hollnagel (2004) has developed a classification of
barriers based on their nature, and describes four groups
of barriers; material or physical barriers, functional barriers,

symbolic barriers, and incorporeal barriers (called immater-
ial in another memo). Material or physical barriers are
barriers that physically prevent an action from being
carried out or an event from taking place (e.g., buildings,
walls, and railings). Functional barriers work by impeding
the action to be carried out, for instance by establishing an
interlock, either logical or temporal. Symbolic barriers
require an act of interpretation in order to achieve its
purpose, hence an ‘‘intelligent’’ agent of some kind that can
react or respond to the barrier (e.g., signs and signals).
Whereas a functional barrier works by establishing an
actual pre-condition that must be met by the system, or the
user, before further actions can be carried out, a symbolic
barrier indicates a limitation on performance that may be
disregarded or neglected. Incorporeal barriers mean that
the barrier is not physically present or represented in the
situation, but that it depends on the knowledge of the user
in order to achieve its purpose (typically rules and
guidelines).
In the description of the Safety Modelling Language

(SML), Schupp (2004) specifies one dimension of barriers
called inherent versus add-on. An inherent barrier is a
barrier that is created by changing a parameter of a design,
for example, using a thicker vessel wall to withstand
internal pressure, using stainless steel or a smaller
inventory. Add-on barriers are systems or components
that are added just because of safety considerations, e.g.,
pressure valves, interlocks, and sprinkler devices.
Trost and Nertney (1995) describe the following types

of barriers within MORT; equipment design, physical
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barriers, warning devices, procedures/work processes,
knowledge and skill, and supervision. Another aspect
emphasized in a MORT analysis (Johnson, 1980), is the
location of the barriers. The location is divided in four
categories; on the energy source, between the energy source
and worker, on persons/objects, or separation through
time and space. This corresponds to the classification
developed by Haddon (1980) of risk reducing measures as
strategies related to the energy source, strategies related to
barriers or strategies related to the vulnerable target.
Further, the MORT-concept differentiates between control

and safety barriers (Trost & Nertney, 1995). Control
barriers are related to control of wanted energy flows,
while safety barriers are related to control of unwanted
energy flows. An equivalent differentiation is made by
DoE (1997).

A distinction between global and local safety functions is
made by The Norwegian Oil Industry Association (OLF,
2001). Global safety functions, i.e., fire and explosion
hazard safety functions, are functions that typically
provide protection for one or several fire cells. Examples
comprise emergency shutdown (EDS), isolation of ignition
sources and emergency blowdown. Local safety functions,
i.e., process equipment safety functions, are functions
confined to protection of a specific process equipment unit.
A typical example will be protection against high liquid
level in a separator through the process shutdown system
(PSD). Further, Bodsberg (1994) distinguishes between
process control function and control of the conditions of the
equipment. The purpose of the process control function is
to prevent that a stable process deviates into a state of lack
of control (i.e., high pressure), while, for instance,
condition monitoring will measure directly the condition
of the plant equipment and may provide advance warning
on possible process equipment failures.

Goossens and Hourtolou (2003) distinguish between
permanent and activated barriers, where permanent barriers
are functioning permanently independent of the state of the
process, while activated barriers need a sequence of
detection—diagnosis—action. This classification is similar
to the distinction between on-line and off-line functions
described by Rausand and Høyland (2004).

Hollnagel (2004) uses the terms permanent and tempor-

ary barriers to explain another aspect of barriers.
Permanent barriers are usually part of the design base,
although they also may be introduced later, for instance, as
a response to an accident. Temporary barriers are
restrictions that apply for a limited period of time only,
typically referring to a change in external conditions. In the
same way, Holand (1997) emphasizes two main types of
barriers related to well operations, static barriers and
dynamic barriers. A static barrier is a barrier that is
available over a ‘‘long’’ period of time, while a dynamic
barrier is a barrier that varies over time, and will apply for
drilling, workover, and completion operations.

Within the human reliability analysis (HRA) domain,
the term recovery of human errors is used. In THERP
(Technique for Human Error Rate Prediction; Swain
& Guttmann, 1983), a recovery factor is any element
of a nuclear power plant system that acts to prevent
deviant conditions from producing unwanted effects.
Kirwan (1994) describes four types of recovery; internal

recovery, external recovery, independent human recovery,
and system recovery. Internal recovery means that the
operator, having committed an error or failed to carry
out an act, realises this immediately, or later, and
corrects the situation. External recovery means that the
operator, having committed an error or having failed
to do something that is required, is prompted by a
signal from the environment (e.g., an alarm, an error
message, some other non-usual system-event). Independent
human recovery means that another operator monitors the
first operator, detects the error and either corrects it or
brings it to the attention to the first operator, who then
corrects it. System recovery means that the system itself
recovers from the human error. This implies a degree of
error tolerance, or of error detection and automatic
recovery.

3.4. Recommendations and comments

A recommended way to classify barrier systems is shown
in Fig. 5. However, note that active barrier systems often
are based on a combination of technical and human/
operational elements (e.g., see (Corneliussen & Sklet, 2003)
for a discussion of human/operational and technical
elements in an ESD-system). Even though different words
are applied, the classification in the fourth level in Fig. 5 is
similar to the classification suggested by Hale (2003), and
the classification of active, technical barriers is in accor-
dance with IEC:61511.
As regards the time aspect, some barrier systems are on-

line (continuously functioning), while some are off-line
(need to be activated). Further, some barriers are
permanent while some are temporary. Permanent barriers
are implemented as an integrated part of the whole
operational life cycle, while temporary barriers only are
used in a specified time period, often during specific
activities or conditions.
The physical, passive barriers (e.g., containment, fences,

and firewalls) are usually functioning continuously as they
do not need to be activated. They may also be temporary,
e.g., a temporary obstruction fencing a working area
during an activity. The passive, human operational barriers
(e.g., safety distances in accordance with Haddon’s
principle separation in time and space) may be functioning
continuously, or be implemented as part of high-risk
activities.
Active, human/operational barriers may be in a con-

tinuous mode or activated on demand. Often, these
barriers are an integrated part of a work process (e.g.,
self-control of work and third party control of work) in
order to reveal potential failures, e.g. introduced by
humans.
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Fig. 5. Classification of safety barriers.
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Safety barriers may also be classified on several other
ways. The classification illustrated in Fig. 5 may not always
be best suitable for the purpose of the classification. Then,
some other lines of classification described in Section 3 can
be used.

4. Performance of safety barriers

4.1. Performance criteria

To identify failed, missing, or functioning barriers is an
important part of a MTO-analysis (Rollenhagen, 1997),
and DoE (1999) addresses the following topics regarding
analysis of barriers in an accident investigation:
�
 Barriers that were in place and how they performed.

�
 Barriers that were in place but not used.

�
 Barriers that were not in place but were required.

The assessment of barrier performance is manageable in
accident investigations where a specific event sequence
already has occurred (Sklet, 2004). The situation is
somewhat different in proactive risk analyses. There are
several accident scenarios to analyse, and the analyses of
expected barrier performance are a vital part of the
risk analyses. As mentioned in Section 1, there are
distinctions regarding to which extent barriers should
influence the energy flow or event sequence, from ‘‘reduce
the probability’’, to ‘‘prevent the flow’’. This discussion
may be related to the discussion about the performance of
the barriers, and the subject is further delineated in this
section.

According to PSA (2002), performance of barriers, may,
inter alia, refer to capacity, reliability, availability, effi-

ciency, ability to withstand loads, integrity, and robustness.
Further, PSA writes in a letter to the oil companies (PSA/
RNNS, 2002) that the performance of safety barriers are
composed of three components; functionality/efficiency

(i.e., the effect the barriers has on the event sequence if it
functions according to the design intent), availability/
reliability (i.e., the ability to function on demand), and
robustness (i.e., the ability to function during accident
sequences or under influence of given accident loads).
Neogy et al. (1996) use the terms reliability and

effectiveness in order to describe how successful barriers
are in providing protection. They state that the reliability
of barriers is related to the ability to resist failures, while
the effectiveness of a barrier is related to how suitable or
how comprehensive the barrier is in protecting against a
particular hazard.
Table 2 shows a summary presented by Hollnagel (2004)

of a discussion of requirements of barrier quality made by
Taylor (1988).
In another paper, Hollnagel (1995) presents a set of

pragmatic criteria that address various aspects of barrier
quality:
�
 Efficiency or adequacy: how efficient the barrier is
expected to be in achieving its purpose.

�
 Resources required: the resources needed to implement

and maintain the barrier rather than the resources
needed to use it.

�
 Robustness (reliability): how reliable and resistant the

barrier is, i.e., how well it can withstand the variability
of the environment.

�
 Delay in implementation: the time from conception to

implementation of a barrier.

�
 Applicability to safety critical tasks: Safety critical tasks

play a special role in socio-technical systems. On the one
hand they are the occasions where specific barriers may
be mostly needed; on the other hand they are usually
subject to a number of restrictions from either manage-
ment or regulatory bodies.

�
 Availability: whether the barrier can fulfil its purpose

when it is needed.

�
 Evaluation: to determine whether a barrier works as

expected and to ensure that it is available when needed.
The evaluation can be considered with regard to how
easy it is to carry out and in terms of whether suitable
methods are available.
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Table 2

Requirements to barrier quality (Hollnagel, 2004; Taylor, 1988)

Quality/criterion Specific requirement

Adequacy Able to prevent all accidents within the design basis.

Meet requirements set by appropriate standards and norms.

Capacity must not be exceeded by changes to the primary system.

If a barrier is inadequate, additional barriers must be established.

Availability, reliability All necessary signals must be detectable when barrier activation is required.

Active barriers must be fail-safe, and either self-testing or tested regularly.

Passive barriers must be inspected routinely.

Robustness Able to withstand extreme events, such as fire, flooding, etc.

The barrier shall not be disabled by the activation of another barrier.

Two barriers shall not be affected by a (single) common cause.

Specificity The effects of activating the barrier must not lead to other accidents.

The barrier shall not destroy that which it protects.
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�
 Dependence of humans: the extent to which a barrier
depends on humans in order to achieve its purpose.

Within the ARAMIS-project (Andersen et al., 2004),
evaluation of safety barriers is performed according to
three criteria in order to achieve a predetermined risk
reduction objective:
�
 Effectiveness
�
 Response time
�
 Level of confidence
Effectiveness of a safety barrier is the ability of a safety
barrier to perform a safety function for a duration,
in a non-degraded mode and in specified conditions. The
effectiveness is either a percentage or a probability of
the performance of the defined safety function. If the
effectiveness is expressed as a percentage, it may vary
during the operating time of the safety barrier. For
example, a valve that is not able to close completely on a
safety demand will not have an effectiveness of 100%.
Response time is the duration between the straining of the
safety barrier and the complete achievement (which is
equal to the effectiveness) of the safety function performed
by the safety barrier. Level of confidence of a safety barrier
is the probability of failure on demand to perform properly
a required safety function according to a given effectiveness
and response time under all the stated conditions within a
stated period of time. This notion is similar to the notion of
Safety Integrity Level (SIL) defined in IEC:61511 for SIS,
but applies here to all types of safety barriers. The ‘‘design’’
level of confidence means that the barrier is supposed to be
as efficient as when it was installed, while the ‘‘operational’’
level of confidence includes the influence of the safety
management system. The value could be lower than the
‘‘design’’ one if some problems are identified during the
audit of the safety management system.

Rollenhagen (1997, 2003) emphasizes that the following
dimensions should be focused concerning the strength of
barrier systems; validity (the ability to handle the devia-
tions, threats, etc., meant to deal with), reliability (the
ability to fulfil specific properties on demand), completeness

(whether it is necessary to implement more barriers), and
maintainability (a measure of how easy it is to maintain the
barrier system).

4.2. Recommendations and comments

Based on experience from several projects and a
synthesis of the reviewed literature, it is recommended to
address the following attributes to characterize the
performance of safety barriers:
�
 Functionality/effectiveness
�
 Reliability/availability
�
 Response time
�
 Robustness
�
 Triggering event or condition
For some types of barriers, not all the attributes are
relevant or necessary in order to describe the barrier
performance.
�
 The barrier functionality/effectiveness is the ability to

perform a specified function under given technical,

environmental, and operational conditions

The barrier functionality deals with the effect the barrier
has on the event or accident sequence. The specified
function should be stated as a functional requirement
(deterministic requirement). A functional requirement is a
specification of the performance criteria related to a
function (Rausand & Høyland, 2004). The ‘‘possible’’
degree of fulfilment may be expressed in a probabilistic way
as the probability of successful execution of the specified
function or the percentage of successful execution. For
example, if the function is to pump water, a functional
requirement may be that the output of water must be
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between 100 and 110 l/min. Functional requirements for
the performance of safety barriers may exist in regulations,
standards, design codes, etc., or as risk-informed require-
ments based on risk assessments using risk acceptance
criteria (Hokstad, Vatn, Aven, & Sørum, 2003). The actual
functionality of a barrier may be less than the specified
functionality due to design constraints, degradation,
operational conditions, etc. The functionality of safety
barriers corresponds to the safety function requirements
demanded by IEC:61511 and the effectiveness of safety
barriers as described in the ARAMIS-project (Andersen
et al., 2004).
�
 The barrier reliability/availability is the ability to perform

a function with an actual functionality and response time

while needed, or on demand

The barrier reliability/availability may be expressed as
the probability of failure (on demand) to carry out a
function. The reliability/availability of safety barriers
corresponds to the safety integrity requirements (SIL)
demanded by IEC:61511 and the level of confidence as
described in the ARAMIS-project. The PDS-method
(Hokstad & Corneliussen, 2003) also focuses on various
measures of loss of safety or safety unavailability for a
safety function (the probability of not to function on
demand) and uses the term critical safety unavailability
(CSU) to quantify total loss of safety. Requirements to the
reliability/availability may be expressed as a SIL-require-
ment as illustrated in Table 3.

The difference between barrier functionality and barrier
reliability/availability may be illustrated by two examples;
an ESD-system, and gas detectors. In the former case, the
barrier function is to close flow. The functionality of an
ESD-valve that closes with no internal leakage may be
100%. An internal leakage through the valve reduces the
effectiveness, but the reliability expressed as the probability
of valve closure on demand is not influenced by the internal
leakage. In the latter case, assume that the barrier function
is to detect gas and give a signal. The actual effectiveness is
influenced by, e.g., type, numbers, and location of the gas
detectors, while the reliability is the probability of signal
from the detectors if they are exposed to gas.
�

Tab

Saf

Saf

4

3

2

1

The response time of a safety barrier is the time from

a deviation occurs that should have activated a
le 3

ety integrity levels (IEC:61511)

ety integrity level (SIL) Demand mode of operation

Target average probability of failure on dem

X10�5 to o10�4

X10�4 to o10�3

X10�3 to o10�2

X10�2 to o10�1
safety barrier, to the fulfilment of the specified barrier

function

The response time may be defined somewhat different
for different types of barrier functions. This may be
illustrated by the difference between an ESD-system and a
deluge system. The response time for the ESD-system is the
time to closure of the ESD-valve where the function ‘‘stop
flow’’ is fulfilled, while the response time for a deluge
system is the time to delivery of the specified amount of
water (and not the time until the fire is extinguished).
�
 Barrier robustness is the ability to resist given accident

loads and function as specified during accident sequences

This attribute is relevant for passive as well as active
barrier systems, and it may be necessary to assess the
robustness for several types of accident scenarios.
�
 The triggering event or condition is the event or condition

that triggers the activation of a barrier

It is not itself part of a barrier, however, it is an
important attribute in order to fully understand how a
barrier may be activated. The barriers that are functioning
continuously (e.g., passive barriers and operational restric-
tions as hot work limits), do not need a trigger to be
activated since they are implemented as a result of
deterministic requirements or risk assessments (e.g.,
restrictions on hot work that reduce the ignition prob-
ability if a hydrocarbon release occurs).
There are three main types of triggering events and

conditions that activate active barriers:
1.
and
Deviations from the normal situation, e.g., process
disturbances and hydrocarbon release. These deviations
should be revealed by a kind of sensor (either
automatically or manually).
2.
 Execution of specific activities, e.g., activities where
barriers are a necessary part of the activity in order to
detect possible failures introduced as part of the activity.
An example is activities where work permits, self-control
of work, and third party control of work are demanded.
3.
 Scheduled activities, e.g., inspection aimed to reveal
corrosion.
Continuous mode of operation

Target frequency of dangerous failures to perform the

SIF (per hour)

X10�9 to o10�8

X10�8 to o10�7

X10�7 to o10�6

X10�6 to o10�5
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Implementation of safety barriers may have adverse
effects like increased costs, need for maintenance, and

introduction of new hazards. These adverse effects should
be addressed as part of a total analysis of safety barriers,
but they are not further discussed in this paper. Some of
these aspects, as loss of production regularity and
maintenance, are focused in the PDS-method (Hokstad &
Corneliussen, 2003) where a measure for quantifying loss
of production regularity is the spurious trip rate.
5. Conclusions

The concept of safety barriers is presented and discussed
in the paper. The results are based on experience from
several research projects focusing on safety barriers and a
review of relevant literature. No common terminology
applicable crosswise between sectors and application areas
has been found, and a set of definitions is therefore
proposed in the paper.

Safety barriers are defined as physical and/or non-
physical means planned to prevent, control, or mitigate
undesired events or accidents. It is practical to distinguish
between the barrier functions and the barrier systems that
realize these functions.

Several ways for classification of safety barriers exist.
Barrier functions may be classified as preventive, control-
ling, or mitigating. Barrier systems may be classified in
several dimensions, and some main dimensions are; active
versus passive, physical/technical versus human/opera-
tional, continuously functioning/on-line versus activated/
off-line, and permanent versus temporary.

It is recommended to address the following attributes to
characterize the performance of safety barriers: (a)
functionality/effectiveness, (b) reliability/availability, (c)
response time, (d) robustness, and (e) triggering event or
condition. For some types of barriers, not all the attributes
are relevant or necessary in order to describe the barrier
performance.

The paper improves the understanding of the concept of
safety barriers. The results are valuable as a basis for
identification, description, development of requirements to,
and understanding of the effect of the safety barriers within
the field of industrial safety. The results with respect to
safety barriers in the paper will primarily be useful for the
Norwegian oil industry in their effort to fulfil the
requirements from PSA. However, the results may also
be applied in other industries (e.g., the process industry)
and application areas (e.g., the transport sector) in their
effort to reduce the risk.
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